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Abstract 
The Fraunhofer Institute for Production Technology IPT has carried out numerous TRIZ projects in recent years. For SMEs as 
well as for large enterprises from branches such as automotive, aerospace, electronics, mechanical engineering or white goods, 
Fraunhofer IPT not only acts as a mediator between TRIZ and these companies but also as technology expert and development 
partner. 
Fraunhofer IPT now enters a new field for TRIZ applications: technological know-how protection, i.e. the avoidance of product 
piracy in technology-intensive markets by integrating new, technology-based protection mechanisms into products and processes. 
Within a research project, Fraunhofer IPT conducts TRIZ workshops with consortium partners from different branches to identify 
innovative protection concepts for specific products of the companies involved. Function analysis is conducted in a first step, 
while in a subsequent step, the application of suitable TRIZ tools such as “sabotage” or “ideality thinking” help to generate 
innovative protection concepts. Following the workshops, Fraunhofer IPT supports the respective companies in elaborating the 
identified concepts. 
This paper gives insight into the project “Technology Know-how Protection”. After illustrating the design and implementation of 
the TRIZ workshops, an evaluation of different TRIZ tools is presented concerning their applicability in the field of technology 
know-how protection as an innovation process. 
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1. Introduction 
In recent years, product and brand piracy has significantly gained importance and risen to a worldwide mass 
phenomenon. According to an estimation of the OECD, the total magnitude of counterfeiting and piracy worldwide 
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has reached several hundred billion euros. Companies affected are not only burdened by lost sales volume; 
commercial losses are also incurred by lower sales prices, decreasing brand value and company reputation, lower 
licence revenues and finally, by costs for counteractions against product piracy [1]. 
Consequently, companies are gradually facing up to the challenge and taking action. Besides legal measures, an 
increasing number of firms is also relying on strategic and technical measures [2]. This development is in line with 
the results of a recent survey conducted by the Fraunhofer Institute for Production Systems and Design Technology 
IPK, in which the highest success rates were attributed to strategic and technical actions. Nevertheless, the potential 
of these non-legal approaches is so far only being exploited to a very limited extent, mainly due to lacking 
knowledge of companies regarding the functionality and benefits of technical know-how protection mechanisms [3]. 
For the Fraunhofer Institute for Production Technology IPT, this deficit represented the main motivation for 
initiating the project „Technology Know-how Protection“. It is supported by the German “Stiftung 
Industrieforschung”, a private foundation which finances scientific research projects that primarily benefit small and 
medium-sized firms. The project, which represents the framework for this paper, is therefore conducted in close 
cooperation with five industrial partners, who provide “real-life” product examples to identify suitable protection 
solutions. 
As a creativity-based method to solve complex problems with a wide range of applications, the TRIZ 
methodology was chosen to provide systematic support during the creative phases of this project. In joint idea 
workshops with industry partners, technical solutions for products and processes are generated based on a set of 
TRIZ-tools. TRIZ has so far not explicitly been applied in this context. The workshops therefore can be seen as 
“trials runs” for assessing the potential of TRIZ in creativity and innovation processes connected to product piracy. 
2. Technology know-how protection – project outline 
2.1. Project design 
Besides Fraunhofer IPT, the project consortium comprises five industrial partners, who support the research work 
and provide “real-life” applications. 
2.2. Project objectives 
Two general categories of objectives can be distinguished: For one, the project aims to develop a situational 
decision model for the selection of protection mechanisms (see Figure 1).  
Based on a pool of basic protection principles, the decision model developed should support companies in 
choosing the most suitable solutions for their products. The model will finally be implemented as an IT-tool, which 
is operated via a checklist-based user interface. 
The second category of project objectives relates to the development and customisation of concrete protection 
mechanisms for a set of products, which are individually defined by the industry partners. 
In the course of the project, workshops are held with the five participating companies. The generation of ideas for 
potential protection mechanisms is based on TRIZ principles and supported by other methodical approaches. 
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Figure 1: Project Objective “Decision Model” 
 
2.3. Project phases 
In accomplishing the objectives defined, six project phases are defined  (Figure 2): 
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Figure 2: Project Phases 
 
During the initial requirement analysis phase, the specifications regarding all project objectives are defined 
together with the project consortium. Thereby the conformity of the selection methodology to practical needs and 
requirements as well as a target-oriented approach in customising protection mechanisms is assured. 
The second phase relates to the conception of the situational selection method; it entails developing the basic 
structure of the decision model and assembling a “tool kit” of protection mechanisms and instruments. 
During phase 3, solutions and ideas for new protection measures are developed in five workshops (one with each 
industry partner). This phase mainly fulfils the second category of project objectives. In a second step, the abstract 
principles of the ideas generated are examined and serve as input for the tool kit.  
Phase 4 involves the detailed development of the selection method, at the end of which the decision model is 
finalised. 
Finally the method is implemented in an IT-tool (phase 5). As demanded by the consortium, it should provide a 
user-friendly interface based on checklists. 
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After conducting several successful pilot applications, the methodology as well as the IT-tool will be 
disseminated within the research community and among practitioners in industry. 
2.4. Contribution of the TRIZ methodology 
In realising the second set of project objectives, TRIZ approaches are applied in phase 3 to support the generation 
of ideas. Various TRIZ methods were tested during the workshops: Some had to be rejected, as their application was 
unsuccessful, whilst others served as powerful tools for searching and developing ideas. In the following, the 
application of these methods is presented. Besides describing empirical workshop examples and giving an account 
of experiences and “lessons learned”, the general potential of these methods for application in the context of product 
piracy is reflected and validated. 
3. Workshop design and TRIZ application 
As the individual workshops in general rely on confidential corporate data, they are conducted excluding all other 
members of the consortium with the exception of two Fraunhofer IPT experts responsible for preparing and 
moderating the workshop. The individual workshop teams are composed of five or more executives or senior 
employees from different departments and corporate backgrounds. Since starting points for protection mechanisms 
can be located in virtually all corporate functions, a cross-functional team structure is advisable. Most participants 
have so far not been confronted in detail with the topic. 
Prior to the workshops, the companies define a limited number of products which rely on know-how that is in 
special need of protection. These products can be regarded as reference products to illustrate the creative process. 
The products defined are analysed in detail and the workshops prepared accordingly. 
During numerous projects in research and industry, the Fraunhofer IPT has attained a high level of expertise in 
methodical system analysis, and by many, this competence is defined as one of their core capabilities. Detailed 
system understanding is also a prerequisite in the context of practical technology know-how protection. Therefore an 
in-depth analysis of products and technologies concerned constitutes an essential phase of each workshop. 
Each workshop is customised according to corporate boundary conditions as well as to the range of products and 
technologies. Nevertheless, the general procedure can be characterised as follows: 
Establishing a common information base 
In general, the workshops begin with a presentation and explanation of the products in question. The aim is to 
clarify the functionality and performance of the products and to provide a basis for detailed system analysis. 
The system analysis is based on a value-chain oriented approach. This implies, that the entire product life cycle is 
focussed, beginning with research, development and design and ending with after sales service. For each phase, 
specific questions are addressed to the workshop members. They are formulated in a way that all areas and aspects, 
which can either be directly or indirectly affected by implementing a protection mechanism, are taken into 
consideration. Thereby limiting factors can explicitly be elicited and the maximum scope for system alteration 
defined. The procedure fosters systematic reflection of the entire value chain and represents an essential step, as 
approaches for technical measures against counterfeiting can be linked to all phases in the value chain. 
By the end of this phase, a high level of common understanding concerning the relevant dimensions of the 
products should be achieved among all workshop members. These dimensions must include the internal “system” 
(i.e. product) structure and external corporate surroundings, basic and advanced product functionalities as well as 
certain boundary conditions, which limit the extent to which system can be modified. 
Idea generation 
The analysis is succeeded by the creative part of the workshop, during which ideas for protection mechanisms are 
generated. It is during this essential phase that three to five TRIZ methods and tools are applied and tested. As a first 
step, the more basic TRIZ tools, which can be implemented during a half-day-workshop and easily adapted to 
different products, companies and branches are applied. The trial and validation of more complex tools such as 
conflict matrices remains a challenge for more advanced project phases. 
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In the following, result achieved and insights gained during the application of these TRIZ approaches are 
summarised and discussed. Beyond empirical aspects, the general potential of the TRIZ tools in the context of 
technology know-how protection is validated.   
Analogy approach 
The analogy approach comprises a set of tools which rely on the understanding, that problem solutions can often 
be generated based on analogous solution principles realised in other areas. This implies scanning of other systems 
and searching for similar problems, for which successful solutions have in the past already been developed. After 
potential ideas have been identified, they must be matched and aligned to the actual problem in question [5]. 
During the last years, Fraunhofer IPT has been intensely involved with technology know-how protection, both 
from a research and a consulting point of view. A large set of abstract solution principles has been compiled and 
their adaptive capacity proven in many industry cases. At present, the database comprises 38 basic solutions, most of 
which can be characterised as technical protection mechanisms. This type of mechanism aims either to discourage or 
deter potential “copy cats” from analysing and reproducing the product or to impede successful marketing and sales. 
The database also encompasses strategic and organisational measures, which can either provide protection 
independently, or support and enhance the effects of other technical or legal actions. 
In view of applying the analogy principle, this set of measures represents a search domain which is well-suited to 
many protection problems. Specialised TRIZ analogy tools to support the search for related fields are therefore 
redundant. A high level of problem specifity can be attributed to the database, thus identifying promising principles 
and testing their transferability is, in most cases, a relatively straightforward issue. 
Accordingly, during its practical application, this approach proves successful in stimulating creativity among the 
participants and generally leads to a wide range of ideas for protection mechanisms. In general, it does not generate 
radically new and innovative solutions but leads to modifications or adaptations of familiar solution principles. The 
potential of the analogy principle can therefore be characterised rather by quantity than by degree of novelty or 
innovation of the ideas. 
Both for technical and non-technical mechanisms, the transfer process implied by the analogy approach is 
illustrated based on specific workshop examples: The so-called encapsulation principle represents an abstract 
technical principle entailed within the database; it involves physical encapsulation/casing of highly know-how 
relevant product components or elements in so-called black boxes. As the casing hides all access points to internal 
product information and cannot be removed without damaging or destroying the component, imitators are prevented 
from decomposing and analysing (i.e. reverse engineering) the product. The encapsulation or casing can be realised 
by a number of different technical measures. One example is detailed below in conjunction with the effects 
database. 
Release management on the other hand represents a strategic, non-technical solution principle. As a general 
management policy related both to product development and marketing, release management involves continuous 
development to gradually enhance the functionality and performance of a product. By designing and configuring 
successive product upgrades, these enhancements are marketed in a coordinated, well-directed manner. To prevent 
product piracy, the intervals between releases must be kept relatively short and, in particular, fall below the period 
of time necessary for imitators to manufacture and market a successful imitation. Release management thereby acts 
as an effective dynamic barrier to potential imitators, as no product imitation can ever reach the standard of the 
current product release. Similarly, product enhancements, i.e. the extension of the physical product by offering 
supplementary services related to the product, represents a strategic measure adaptable to most products and 
companies. These services (e.g.  extended warranty periods) offer a supplementary customer benefit and, 
simultaneously, are difficult for the imitator to copy. Product enhancements can easily be customised: For instance, 
during a workshop with a manufacturer of highly-technical products in a niche market, workshop participants were 
inspired to extend and ameliorate their customer services, as immediate assistance in case of product failure 
represents a strong selling point in this market. 
The approach is apt to be applied during early workshop phases as it is beneficial in stimulating creative thinking 
among workshop members.  
Sabotage 
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The so-called sabotage model is based on creating mindsets which address the “reciprocal” problem: By 
systematically considering ways of destroying or limiting the functionality of the object resp. system in question, 
weak points can more easily be identified, which represent starting points for protection ideas [4]. 
A deliberate role change by viewing the problem with the eyes of a pirate represents a vivid way of applying the 
sabotage principle in the context of product piracy. Workshop members are confronted with the following question: 
“Consider yourself in the position of an imitator – how would you set about to analyse and imitate your product?” 
The results achieved within concrete workshops however were not convincing. The mind game seems to act more 
as an obstacle than an inspiration, impeding creative potential among workshop participants. The main cause may be 
the adverse, conflicting value systems of entrepreneurs and pirates, that prohibit flexible role changes. 
Employees who dispose of in-depth knowledge of their company and products sometimes fail to identify 
apparent weak points. A highly homogenous team can therefore pose a barrier to the application of this approach; a 
more heterogeneous team structure, also comprising participants who are less involved in the system, could lead to 
higher success rates. 
Ideality thinking 
Ideality thinking, also referred to as the concept of ideal design, represents a strong tool for defining targets and 
for describing the intended state of a system. It relies on the basic concept of ideality within TRIZ, which involves 
testing potential solutions in view of their ability to enhance the degree of ideality of the total system and reducing 
the gap between the current design and the ideal system. Ideality is defined as the ratio of all desirable (“wanted”) 
product functions to undesirable (“unwanted”) side effects. Besides simple rating of ideas, the approach includes 
systematic steps to find and identify those solutions which contribute significantly to the enhancement of ideality. It 
relies on the identification of primary and secondary product functions and the analysis of interactions between the 
product components in achieving these functions [4] [5] [6]. 
The ideality principle can easily be transferred to the context of technical protection mechanisms. Due to frequent 
misunderstandings, it must be stressed that the aim is to enhance the ideality of the entire system or product regarded 
instead of the ideality of protection mechanism themselves. In this sense, safeguarding a product from being 
imitated represents not only an increase in product complexity but a means to leverage product ideality. Protection 
against know-how theft cannot be understood as a digital state variable, but as a progressive function, which must be 
evaluated in several different dimensions both in terms of quantitative effects and qualitative issues. For instance, 
the prevention of monetary or image losses induced by market entry of imitators and unjustified product liability 
claims represent a suitable target system which can be rated on a quantitative basis. The aptitude of protection 
mechanisms to deter potential imitators, to impede know-how acquisition, reproduction or marketing for instance 
can on the other hand be evaluated on a qualitative basis when assessing ideality degrees. 
Implementing most protection measures is in general linked to certain undesirable effects such as increased (fixed 
and variable) product costs (e.g. for certain authentication measures) or higher efforts in maintenance (e.g. for 
encapsulated components). The main benefit of ideality thinking within workshops could be achieved in identifying 
the main boundary conditions, i.e. the maximum scope for system changes, as is supports the workshop team in 
defining desired product functions as opposed to undesired side effects. Furthermore the concept provides the basis 
for ranking of ideas. This process is closely linked to the portfolio approach displayed in Figure 3.  
When considering ideality design in the context of know-how protection mechanisms, one measure clearly stands 
out to illustrate the principle: Laser Surface Authentication (LSA). This technology has been development by Bayer 
Technology Services as a commercial mechanism for product authentication. It relies on product surface 
authentication by means of individual speckle patterns, which represent a virtually unique recognition feature. The 
protection level achieved can be compared to that of a highly secure coding. Apart form costs incurred by the 
investment and application of registration device, it does not impair the product function at all, thus the ideality 
degree is enhanced to the maximum effect.  
Despite this prominent example, the potential of this tool must not be over-estimated: The delusion and long-term 
experience of former times, when legal measures sufficed in know-how protection, seems to be deeply fixed in 
many entrepreneurs minds’ and often acts as a creativity barrier in developing ideas based on ideality thinking. 
Practical experiences shows that the potential of this tool seems to be limited in actually generating new solutions 
but can provide valuable support during the innovation process in defining and describing intended states [7]. 
Database of scientific effects and phenomena 
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This database represents a systematic means to consider all common physical, chemical, thermodynamic and 
geometrical effects and phenomena, which can enable innovations and specific problem solutions [5] [9]. Systematic 
function databases have been established to support this process, see for instance [10] for a very comprehensive 
database. 
It is not well suited to broadly-based idea scanning, but must be applied in a focussed manner. During the 
preparatory workshop phases, search fields for potential effects must therefore be reduced to a limited set of 
physical effects, which can then be validated in detail during the workshops. 
Especially in combination with the analogy principle, the effects database represents a versatile and capable 
instrument. The following example describes a successful application: During the system analysis, a certain 
microchip was characterised as the vital, know-how relevant component. By analogy, encapsulation of the printed 
circuit board was identified as a concept instrumental in impeding product decomposition and reverse-engineering 
(see above). Yet analogy fails to deliver a suitable means for technical implementation of this idea. The effects 
database however provided the inspiration for a technical implementation: light sensor technology. As soon as the 
product casing is opened by a pirate, a light sensor integrated in the circuit board issues the command to delete all 
relevant data stored on the microchip. Thereby the initial idea could be detailed by means of the effects database and 
a genuine, product-specific solution brought forward. 
40 innovative principles 
The “40 innovative principles” were assembled by Altschuller, who, during a large-scale analysis of patents, 
discovered that all inventions could be traced back to a limited set of abstract innovative principles [5]. 
As they cover the entire scope of potential technical solutions, these principles are applied as a final creativity 
method, in order to ascertain that no basic approach has been neglected. Optionally, for efficiency reasons, a set of 
principles which due to basic (material of physical) restrictions are incompatible with the problem addressed can be 
eliminated prior to their application in the workshops. 
This approach can lead to new, often unconventional ideas: In order to prevent a functional replica of a product 
that relies on a shaft to collar connection, the shaft is deliberately designed with an internal unbalance not obvious to 
pirates. Due to this de-standardisation step, the pirate creates a false replica using a standard shaft. The deviation 
caused by this mistake leads to inferior products with a significantly reduced product life time. 
Yet in sum, the number of solutions gained based on this tool is limited; one reason may be the large number of 
constraints and restrictions, which limits the solution space for many know-how protection mechanisms. This may 
be a characteristic problem attribute which fundamentally distinguishes know-how protection from other innovation 
processes addressable with TRIZ. 
Resource concept 
Towards the end of the creativity phase, the resource checklist is consulted for a rough technical feasibility check 
of all ideas. In this context, system components and value chain phases are systematically analysed in view of 
integrating the protection mechanisms developed. Boundary conditions such as “maximum scope of system 
changes” or “component accessibility for maintenance” are also taken into consideration. Thereby all ideas are 
detailed from a resource point-of-view and the most promising ideas revealed [5] [8]. 
This approach can also be illustrated based on the LSA technology mentioned above. As one industry partner 
already offers in-house repair services, the repair department can easily incorporate and operate the reading device 
required to register and identify speckle patterns. One-time costs for the device will furthermore not burden product 
costs on the long run. Additionally, LSA does not require any system alterations, thus complying to boundary 
conditions previously defined.  
Idea validation and selection 
During the final phase of the workshop, the ideas are gathered and documented in a portfolio (see Figure 3). 
Systematic positioning of all ideas in the portfolio guarantees that no idea is disregarded and the results of the 
creativity process are clearly documented. The portfolio can furthermore provide the basis for internal strategic 
decision-making regarding the implementation of certain know-how protection mechanisms. 
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Figure 3: Idea portfolio 
 
4. Validation 
To summarise the potential of the tools tested, the most valuable results are achieved based on the analogy 
approach, especially when combined with the effects database. By analogy, promising generic principles can be 
singled out and, in a second step, detailed based on a catalogue of scientific effects and phenomena. In certain cases, 
the effects database can be substituted by the 40 innovative principles during the detailing and customisation step. 
Yet in this context, the main benefit of the 40 innovative principles can be traced back to its comprehensiveness and 
scope, making it predestined as a checklist in the final phases of the creativity process. Ideality thinking as a tool 
proved inefficient in generating new ideas but is beneficial in portraying the intended state during the preliminary 
workshop phases. Similarly, the main application potential of the resource concept is in idea validation, succeeding 
the actual creative phase of generating new ideas. 
Based on the set of tools tested so far, sabotage is the only tool for which no meaningful application can be 
identified. Supposedly, this is influenced by the adverse, conflicting value systems of entrepreneurs and pirates, 
which characterise this creativity process. The influence of boundary conditions such as personal systems of values 
and norms in creative and innovation processes is obviously an area in need of further fundamental investigation. 
Clearly, the results generated so far do not suffice to present reliable and consolidated findings on the potential of 
certain TRIZ tools (or tool combinations) in developing innovative solutions for know-how protection; extensive 
data collection and systematic research is called for. Nevertheless, the results presented deliver first ideas and 
findings which can be analysed and set against previous research results related to the applicability of TRIZ tools, 
thus providing a basis for further, more targeted research. 
Empirical research into promising combinations of TRIZ tools has recently been conducted by Möhrle [11]. 
Based on cluster analysis, three subsets of TRIZ tools could be identified, which, as combinations, are frequently 
applied and often lead to successful results. Further data would be necessary to analyse the relevance of these 
clusters with respect to the context described in this paper; yet a far more interesting finding refers to a corollary 
result of Möhrle, who provides significant evidence that the scientific effects and phenomena database as a tool is in 
general not successfully used in industrial TRIZ applications. This result is diametrically opposed to the positive 
experience gained during the know-how protection work shops conducted. This contradiction suggests that there are 
fundamental differences between conventional innovations and innovations generated for know-how protection. 
Exploring these characteristic  differences and analysing the nature of the innovation context seems to be a basic 
prerequisite to more effective application of TRIZ tools in this context. 
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5. Summary 
This article describes the use of TRIZ tools for generating product-specific protection mechanisms in the context 
of technology know-how protection. As this area of research can be regarded as a novel application field for the 
TRIZ methodology, the general potential of the tools is validated besides examining concrete application cases. 
To begin with, the research project „Technology Know-how Protection“ providing the framework is presented. In 
this context, the role of the TRIZ methodology in achieving the project objectives is highlighted. 
Experiences gained during idea workshops, concrete examples of ideas generated as well as systematic analysis 
show evidence, that the TRIZ methodology provides powerful and effective methods and instruments to support 
creativity processes in the context of technology know-how protection. Furthermore, a successful combination of 
TRIZ tools to support this specific problem could be identified, but further research is required both in validating 
and analysing these finding and in testing other tools. Beyond this primarily tool-oriented research, valuable insights 
would be gained by more fundamental analysis of know-how protection as an innovation process. 
With rising threats posed by product piracy in the years to come, the relevance of technical protection 
mechanisms is expected to steadily increase, providing a large range of industrial applications for TRIZ. In this 
connection, Fraunhofer IPT will contribute to the dissemination of the TRIZ philosophy. 
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